SpyWall Management Tutorial

Learn how to remotely install & manage
SpyWall clients (Part A)

support@trlokom.com
www.trlokom.com/support.php




SpyWall Manager

e Before you begin
— Create an account at www.trlokom.com

— Download and install SpyWall manager
(Trlokom central manager)

 E-mail icm@trlokom.com to get permission to
download the software

— Download and install SpyWall client on the
PC where SpyWall manager is installed




Initial Configuration

art the configuration wizard

% Trlokom Central Management (ENTERPRISE\Trlokom Central Management)
File

View Edit

Management 0

# @ SeWal  Erumerate Network crlsshftE Bnagement 1.3.2.0 e
L) Add or R
y Erumers  Find Machine... Cirl+shift+
2 Ej;’:l‘ft Install License. .. Ctrl+Shift+T
Ij: Settings Reguest License... Cri+Shift+A  jovides an easy mecharism for centrally instaling, managing, scanning, and monitoring a
0 Ab gl ) Additionally, it provides remote irstaller for OmniVPN/Katana and other third-parly
oul

Clean helper service from ENTERPRISE Ctri+5hift+X
offwaie

Uptime: 05:45:05 P 0E/16/2008 [18m 35s]

Pt fetiat st
Upgrade to latest version of manager B Upgrade Manager

License information

Network And Machines:
Licensed to Jayant Shukla

EILJENTERPRISE Suppatt level, Regular
Suppart expiration date; 09/02/2005  [79 days left]
License expiration date; 09/02/2008  [79 days left]

License Activation

Dption 1. Enter the regisiration key that pau have received with the invaice and cick

Option 2. Click "Request License. "' and email the file to license@tlokom. com. You wil
receive a license file and then click “Install License"

Fequest License. ] [Kj Install Licanse ]

& Activate / Purchase

Option 3. Click on “Purchase’ ta visit Triokom website and get a new

“+TRLOKOM




Initial Configuration

« Enter administrator password for management
via ADMINS$ share

Configuration Wizard (5tep 1 of 4) g]
BN

Windows Login Infomation

Trlokam central manager usez ADMIM thares [az one of the optionz] to manage machines. Enter

the login credentials below, [F gome machines require different login credentialz, you need to
zpecify them on manager zettings page.

Uzer ID: rrbest

Pazzword: {11]]]

Back




Initial Configuration

e Enumerate network

Configuration Wizard (Step 2 of 4)

Metwork Discovery ﬁ\'

Click "Enumerate Metwork' to begin dizcoven.

Discovered 0 new machine (s) in 0 group(=s)
ENTERFRISE has 28 machine (s} in 8 group (=)

Click here to
enumerate
network

[ Enumerate Metwork, I




Initial Configuration

 Download SpyWall client software

Configuration Wizard (Step 3 of 4) g|
Download Latest Packages ;}'

Click "Download to get the latest Spyiwfall client and definitions from Trlokom.

/ Click here to
download

Syl Clisrt Versior: 1,2, 42, 2 | B Download Spywall Cient | _—] SpyWall client

Spyivall Definitions Yersion: 79 [ E,_J Live Update ]

IM5 afe Client YWersion: [ N]m:'“_l Download IMS afe Clent ]

Back




Initial Configuration

e Enter activation key and click on “Activate” button

Configuration Wizard (Step 4 of 4)

Activate Manager ﬁ\'

Enter the reqistration key below and click “Activate” to download the icenze.

Reqistration K.ey:

Back




Status at This State

* You have successfully
— Installed and activated the manager
— Enumerated network

 You are now ready for next stage



Manager Basics

 Client machine must have an account with administrative
privileges
e ADMINS$ share must be enabled on all machines

— Type \\computer _name\ADMIN$ in windows explorer to check if
the ADMINS share is enabled on the remote machine (insert
name of the computer in place of “computer_name”

— Simple file sharing must be disabled on XP machines
* In windows explorer, Tools — Folder options
» Desktop firewall should not block Trlokom applications
— C:\windows\trirm\rmhsvc.exe should have network access




Step 1

Click on “Software &

Definitions”

Step 2

Select the

workgroup/domain or
machines to manage

Install SpyWall Client

3% Trlokom Central Management (ENTERPRISE\WORKGROUP\SpyWall Client)
File View Edit Tools Help

Management Options:

= @ SpyWall Client

& Software & Definitions

License
- Event Logs
M anitor

& Profiles

Femote Policy Editor
fio)

Scan

‘Q Add or Remove Programs

% Enumerate Netwark
Downloads

7 Event Logs

[ Settings

e About Manager

Metwork And Machines:

DINGDONG
HOME
HOTRLOKOM
MSHOME

199 TRLDSKE
59 TRLLAP1D
2, TRLOKOM

¥ \/ORKGROUP]
3 TRLDSK1
9 TRLDSK11
9 TRLDSK2
9 TRLDSK3
9 TRLDSK4xP
49 TRLDSKS
9 TRLDSK?
9 TRLDSKE
59 TRLLAP1Z
59 TRLLAPIZ
59 TRLLAPIS
59 TRLLAPZ
59 TRLLAPZS
59 TRLLAPZ7

=)

el

[0
o

~

Select machines to manage software. The minimum managed client version iz 1, 2, 14

Manage Software & Definitions for WORKGROUP

Installer package

Uze the installer package downloaded from Trlokom, if available.

Wersion: 1,2, 42,2

Fleaze note: All the files are copied from the path specified below. Make sure pou only have
one installer package per directory.

Fath to ingtaller package:

Machine Mame

@ TRLLAPZ7
[0 TRLDSK2
[0  TRLDSK4xP
[ & TRLDSKS
[] € TRLDSKS
[0 TRLLAPZE
[ & TrLsRYS
[0  TRLSRVT
[0 TRLDSKZ
[ & TrLDsKS
O @ trLLarz
[0 TRLLAPI3
[ @ TrLDsK1
[0 TRLLAPIZ
[0 TRLLAP44
[0  TRLLAPIS

Machine IP
192.168.2.9
192.168.2.7
192.168.2.91
192.168.2.10
192.158.2.25

192.168.2.15
192.168.2.35
192.168.2.36
192.168.2.6
192.168.2.5
192.168.2.122
192.168.2.8
192.168.2.88
192.168.2.12
192.168.2.199

[

"z Check statuz

] [ j@ Install

D:tnstallernstaller_c Wersion: 1, 2, 14,1

[ 5elect &1
Status Software Version Definition Version 5
SpyWall 1.3.1.56 79
SpyWall 1.2.42.2 67
SpyWall 1.2.44.0 79
SpyWall 1.2.38.0 63
SpyWall 1.2.42.2 67
SpyWall 1.2.32.0 &0
SpyWall 1.2.44.0 75
v
[ Kj Push Definitinns] [ j@ Uparade ] [ 2 Uninstall ]

“+TRLOKOM

Step 3

Check client
software status
and remotely
install,
uninstall,
upgrade
SpyWall




Step 1

Click on “Licenses”

Step 2

Select the

workgroup/domain or

machines to manage

Client Licenses

3% Trlokom Central Management (ENTERPRISE\WORKGROUP\SpyWall Client)
ile View Edit Tools Help
Magpagement Options:

=-ER Spywall Client
o Software & Definitions

Manage License for WORKGROUP

i

) Event Logs Spetadall Client license information

Manitor Licenzed to: Japant Shukla

&) Profiles Support level: Fegular

Femate Policy Editor Support expiration date: 09/02/ 2006 [79 days left]

(i) Scan License expiration date: 09/02/2006  [79 days left]
[y Add or Remove Programs # of license purchased: 50
g Enumerate Metwork # of license left: 47

Dawinloads # of license izsued: 3
) EventLogs # of license pending: 1}
[ Seftings

e About Manager

Select machines to manage license. [ 5elect &l
Machine Mame Machine IP Status Software Version Issued On Expire Time -~
& TrLLAPZ7 192,168.2.9 Spywall 1.3.1.56  Tue May 23 18:47...  03/02/2006
Metwork And Machines: [0 TRLDsk2 192,168.2.7
AN UGDONG - [J TRLDSK4XP  192.168.2.91
TOTE [] & TRLDSKS 192,168,210 Spywall 1.2,42,2
2 HOTRLOKOM [] & TrRLDSKS 192,168,2.25 Spywall 1.2.44.0
-8y MSHOME 0O  TRAP2s
i3 TRLDSKE [] & TRLSRYS 192,168.2.15 Spywall 1.2.38.0
3 TRLLAP1D [0 TRLsRVT 192.168.2.35
2, TRLOKOM [0 TRLDSK7? 192,168,2.36
54, WORKGROUP [] & TRLDSK3 192,168.2.6 Spywall 1.2,42,2
149 TRLDSK1 [] @ TrLLARP2 192,168.2.5 Spywall 1.2.32.0
149 TRLDSK11 [J TrLLAP13 192,168.2.122
48 TRLD3KZ [ € TRLDSK1 192,163.2.8 SpyWall 1.2.44.0 FriFeb 03 12:22:...  09/02/2006
149 TRLDSK3 O TruaAri2 192,168.2.588
149 TRLDSK4<P [0 TRLLAP44 192,168.2,12
58 TRLDSKS O] TRLLAP3s 192,168.2.139
44 TRLDSK? [1 TRLLAP34 192.168.2.11
48 TRLDSKS [ R oo A
3 TRLLAP1Z
59 TRLLAP13 ‘z Check Status ] [ B Install License ] [ ¥ Cancel Install ]
'3 TRLLAP1S
49 TRLLAPZ
9 TRLLAPZE
3 TRLLAPZT v %TR LO KO M

Step 3

Remotely install
SpyWall client
licenses




Step 1

Click on “Scan”

Step 2

Select the
workgroup/domain or
machine(s) to
manage

5 Trlokom Central Management (WORKGROUP\TR
File View Edit Tools Help

anagement Dplions:

@ Spywall Client
& Software & Defiritions
License
- Event Logs
toritor
&) Profiles
Femate Policy Editor
(i) Scan
‘Q Add or Remove Programs
% Enumerate Network
g Downloads
) Event Logs
[ Seftings

About Manager

Metwork And Machines:

DINGDONG
HOME
HOTRLOKOM
MSHOME
143 TRLDSKE
3 TRLLAP1D
TRLOKOM
WORKGROUP
93 TRLDSKI
3 TRLDSK11
3 TRLDSK2

3 TRLDSK3

53 TRLDSK4XP

43 TRLDSKS

3 TRLDSK?

3 TALDSKE

P ThLLAPI2

53 TRLLAP13

53 TRLLAPIS

3 TRLL&PZ

9 TRLLAPZS

3 TRLLAPZT

[0 B -

Belefofe

B

B

-

Remote Scan

P12\5pyWall Client)

Scan TRLLAP12

Type Scanned Malicious
Browszer objects
DLLs ] ]
@ Startup entries 0 0
E Processes 1] 1]
Services 0 0
[C Folders 1] 1]
[£] Files ] ]
ﬁ Fegistry keys 1] 1]
Key Loggers 1] 1]
L Riootkits 0 0
Q Hooked Functions 0 0
Settings 1] 1]
Total 0 0
Time 0sec
Last zzan time 0 0

Click this button to see the malware that was detected.
aware It iz strongly recommended that pou remove these items!
Click. this button to gee the suspicious items that were found.

P *r'ou should check these items carefully.
Click. this button to gee your spstem settings.
S It iz usually not necessary to change these settings.

Suspicious

coocoocooooooo

‘z Start Scan

+*TRLOKOM

Cancel Scan

Last scan time: Mever

Apply Scan

Step 3

Remotely scan and
clean machines




Step 1

Click on “Monitor”

Step 2

Select the
workgroup/domain or
machine(s) to
manage

Monitor Web Browsing

3% Trlokom Central Management (ENTERPRISE\WORKGROUP\SpyWall Client)
File View Edit Tools Help

anagement Dplions:

@ Spywall Client
& Software & Defiritions
License
) Event Logs Wiew Options
Monitor
&) Profiles
Femate Policy Editor
i) Scan
‘Q Add or Remove Programs

Show chart for:

Machine Mame

% Enumerate Metwark
g Downloads B TRLLAPA2
‘) EventLogs TRLLAP12
[ settings [ TRDSKeXP
e About Manager [ & TriDsKs
[] & TRLDSKS
[ TRLLAPZS
[] & TRLSRYS
Metwork And Machines: E ﬁtgzg
4 DINGDONG Al | O @®ruwosks
+iy HOME [] @ TrLLARP2
& oo gl
¥ [] € TRLDSK1
i3 TRLDSKE O rusrvr
143 TRLLAP1D
g T TRLLAP44
+#; TRLOKOM E Bipine
=B N WORKGROUP O Tusas
143 TRLDSK1
4 TRLDSK11 O TrisRv3
9 TRLDSK2 [ & TRLLAP27
199 TRLDSK3 [0 TRwpsk11
149 TRLDSKAxP [0 TRuaris
149 TRLDSKS
149 TRLDSK?
149 TRLDSKS
148 TRLLAP12
43 TRLLAP13 Save Chart
149 TRLLAPIS
149 TRLLAP2
149 TRLLAP2E
149 TRLLAP2T 3

06/16/2006

Monitor WORKGROUP

=) (]

Machine IP

192.168.2.17
192.168.2.88
192.168.2.91
192.168.2.10
192.168.2.25

192.168.2.15
192.168.2.7
192.168.2.35
192.168.2.6
192.168.2.5
192.168.2.122
192.168.2.8
192.168.2.35
192.168.2.12
192.168.2.199
192.168.2.11
192.168.2.18
192.168.2.9
192.168.2.51
192.168.2.254

Status

[ 5elect &1

Software Version
SpyWall 1.3.1.45

Spywall 1.2.42.2
Spywall 1.2.44.0
Spywall 1.2.38.0
Spywall 1.2,42.2
Spywall 1.2.32.0

Spywall 1.2.44.0

Spywall 1.3.1.56

+*TRLOKOM

Step 4

Double click on a
machine name to
view charts

Step 3

Click on “Refresh” to

obtain the latest
statistics




Monitoring Web Browsing

3% Trlokom Central Management (WORKGROUP\TRLLAP2 7\SpyWall Client)

File View Edit Tools Help
Management Options:
=@ 2y;:rf?:\!af:ehgr[|;efinitions Monitor TRLLAP27 m / Repolgt c::?.] web usage
License y the user
ﬂ'_}- Event Logs Wiew Options
Monitor .
T Profes Show chart for:
Femate Policy Editor
i) Scan e’
‘Q Add or Remove Programs Browsing Time (min)
% Enumerate Network Max=15m 40s
g Downloads 12
Y Event Logs
D’ Seftings /
@ About Manager s /
.
Metwork And Machines:
2y DINGDONG ~ 37
o HOME u I I E
w2y HOTRLOKOM - —
=gty MSHOME 0 1 2345678 9 3
139 TRLDSKE
148 TRLL&P1OD
vty TRLOKOM Top Web Sites Hits Browsing Time ]
Save the chartas an | ~_| = 48y WORKGROUP r—— — 25 13m 162 Click on “Refresh”
HTML file I 89 TRLDSK] ca.com I— 2t o7m32 button to obtain the
3 TRLDSK11 trickom.com | 19 14m 10s P
! LDsk2 tinysoftware.com | | 16 Oim 44s IateSt statistics
X google.com | 13 Oilm 1ds
_ﬁj TRLDSK4 caklevnetworks.com ] 8 01m 37s
_ﬁj TRLDSKS cnn.com [ — 8 03m 10s
_ﬁj TRLDSK? \\ com.com — 6 01lm 22s
:‘_ﬂj TRLDSKES =rmanazine cam - £l A%m 2%c s
:2; 12t$§1§ Successhully refreshed statistics
143 TRLLAP1S
48 TRLLAPZ
149 TRLLAPZE
3 TRLLAP27 v TR Lo Ko M




