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IMsafe  
• Monitor IM usage by users 
• Log all IM messages 
• Block IM SPAM  
• Spot keywords in IM messages 
• Control File transfer via IM 
• True End-to-end encryption 
• Restrict IM to specific users 
• Stealth mode monitoring 
• Small footprint and very low system 

resource usage 

The Business Challenge 

 

IMsafeTM is an easy to use solution to control, 
monitor, and secure IM communications.   
 
Use of IMs in corporate networks is rising.  
Nearly 25% of all IM usage is done from a corporate 
network and over 50% of all companies use IM. While 
there are close to 400 million people using IMs from 
corporate network, only 10% of the corporations have 
a policy or mechanism to control IM usage.  
 
IMs are a wonderful tool and are proving superior to e-
mail as a collaborative and communication medium. It 
is expected that IM usage will eventually overtake e-
mail usage.  
 
However, IMs also create a new attack vector. IM 
access provides hackers with a direct channel into the 
enterprise network. This new attack vector is gaining 
popularity for installing rootkits, spyware, and 
Trojans. Without proper safeguards, IM usage can 

pose security challenges and it can also be abused by 
users for personal use.  
 
IMsafe is a complete solution to control, monitor, and 
secure IM use in enterprise. It is able to overcome the 
security and monitoring issues related to IM usage and 
helps IM become a useful tool for the enterprise. IMsafe 
works with all popular public IM services (Yahoo!, 
MSN, AOL, and ICQ).  
 
Powerful Enterprise Class Solution  
 
IMsafe is a scalable solution to reign in IM usage in 
even the largest networks with several thousand users. 
Central management with local enforcement of IM 
security policies means there is no bottleneck in process. 
Local enforcement of policies ensures mobile and road 
warrior nodes security as well.  
 
With no gateway to install, IMsafe will never be a point 
of failure nor a reason for network traffic disruption in 
your network. Unlike hardware and other point 
solutions, IMsafe is truly scalable. With IMsafe there 
will never be a need for a major hardware upgrade as the 
usage of IM increases.  
 
Affordable and Easy to Use 
 
Annual subscription rates as low as $5 per user per year, 
make IMsafe the most cost effective solution in the 
market. IMsafe’s mission goes beyond “monitoring and 
filtering.” IMsafe is a complete solution that can be used 
for all public IM networks. IMsafe achieves a very 
attractive price point, but provides far more features that 
any other competing product.  
 
IMsafe is very easy to use and because it integrates with 
the popular IM clients to provide security, the end user 
never has to make a switch to a proprietary IM client.  
 
IMsafe can be centrally deployed, managed, and 
monitored, and works without requiring any input from 
the end users. With a simple and easy to use GUI, 
making any changes to corporate IM policy is just a 
click away.  
 
The central management of IMsafe clients can be 
completely automated to silently deliver daily definitions 
and software updates. Any changes in the policies are 
automatically pushed to the clients.  
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IMsafe Client Side Features 
 
IMsafe client seamlessly integrates with the IM clients 
(Yahoo!, MSN, AOL etc.) installed on the computers 
to monitor and control all IM communications.  
 
IMsafe makes it possible to restrict IM usage by: 

- Type of IM clients (Yahoo!, AOL, MSN, etc.) 
- Identities used in IM exchange  
- Time during which IM can be used 

 
Restricting the identities in IM communication is a 
very effective method to prevent personal use of IM 
from corporate networks.  
 
IMsafe prevents information theft by controlling and 
blocking: 

- File transfers via IM 
- Keywords and expression in IM messages  

 
To prevent an outsider from eavesdropping on 
corporate IM communication, IMsafe will end-to-end 
encrypt all IM communications. IMsafe logs all 
encrypted IM communication after decrypting them.  
 
IMsafe blocks IM spam from unauthorized users and 
also prevents attacks via IM.  
 
IMsafe monitors all IM activity and displays it in easy 
to read charts. Daily charts show hour-by-hour IM 
activity by the users.  
 
IMsafe Management Features 
 
Trlokom central management (TCM) makes it easy to 
deploy, configure, and monitor IMsafe clients from a 
central location.  
 
TCM is highly scalable and can manage a large 
number of SpyWall clients. TCM’s “on-demand” and 
push based management system ensures that policies 
are updated at all PCs in the network with minimum 
delay. 
 
From the TCM console, the administrator can: 

- Remotely install and manage client software 
- Manage policies based on Profile  
- Monitor IM usage on a per user basis 

- Even remotely run installer packages for third-
party software 

- Detect unauthorized software installation 
- Rapid response to IM threats 

 
To improve security and compliance with corporate 
security policies, TCM will detect any PCs that do not 
have IMsafe installed. It can even detect disabling of 
IMsafe client on PCs.  
 
Trlokom, Inc. 
Tel: 1 626 357 3706 
Email: IMsafe@trlokom.com  
 
IMsafe client and manager trial versions 
www.trlokom.com/my/download/IMsafe_installer.exe  
www.trlokom.com/my/download/rm_installer.exe  
 

 
 

Easy to use IMsafe GUI and charts 
for daily IM usage monitoring 

 
 


