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OmniVPN/Katana Gateway to CISCO VPN Gateway

Goal

Configure a VPN tunnel between a Katana/OmniVPN gateway and a CISCO VPN
gateway.

Method

The Katana/OmniVPN gateway and the CISCO VPN gateway must have consistent
IKE/IPsec settings in order to establish a VPN tunnel.

CISCO gateway configuration

The CISCO VPN gateway (PIX-501) and firewall has one internal and one external
interface. The external interface must be assigned a public IP address, and the internal
interface must be assigned a subnet. In this example, we use 101.101.101.50 for the
external interface and 192.168.1.1/255.255.255.0 for the internal interface.

Katana/OmniVPN gateway configuration

In this example, the Katana/OmniVPN gateway has a public IP address of
101.101.101.11. The subnet behind it is 192.168.11.0/255.255.255.0.
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CISCO gateway IKE configuration
Start the CISCO PIX device manager (PDM) and select the “IKE— Policies” category on

the VPN tab. Add one or more IKE proposals and select the “Enable NAT traversal”
option. We recommend setting the “NAT Keepalive” frequency to 20 seconds.
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Figure 1: IKE policies.

www.trlokom.com
support@trlokom.com

© 2004 Trlokom, Inc.



CISCO gateway IPsec configuration

Before specifying the IPsec proposals, a tunnel policy must be defined. For a site-to-site
VPN, the tunnel policy type should be static. Select the “IPSec—Tunnel Policy”
category on the VPN tab and click on “Add” to create a new policy. This example uses

ESP-3DES-MD5 with perfect forward security (Diffie-Hellman group 2) and a tunnel
lifetime of 8 hours.
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Figure 2: Defining tunnel policy.
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Next, create a new [Psec rule from the local subnet (192.168.1.0/24 in this example) to
the remote network (192.168.11.0/24 in this example) and attach the static tunnel policy

to 1t.
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Figure 3: IPsec rules.
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Katana/OmniVPN gateway configuration

The OmniVPN gateway has a public IP address of 101.101.101.11, and its private subnet
is 192.168.11.0/255.255.255.0. The policy must show secure communication between
the private IP subnet behind the OmniVPN gateway and the private IP subnet behind the
CISCO VPN gateway, i.e., the VPN lock icon is green and closed. There are three steps
to completely configure the Katana/OmniVPN gateway:

e Define security policy
e Define the VPN (network) topology
e Define the pre-shared text keys

Security Policy definition

The first step in establishing a VPN connection between the OmniVPN/Katana gateway
and CISCO VPN gateway is to define the security policy for the VPN tunnel.
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Figure 4: IP Security Policies window

Open the IP Security Policies window by clicking on the “IP security policies” button in
the Configuration window. If you expect to have different security policies for each VPN
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tunnel, you can create a subnet for each VPN site, but this may not be necessary. For
example, if you have 192.168/16 to 10/8 as secure communication using [Psec tunnel
mode, then there is no need to create separate subnets for 192.168.10/24 and 10.7/16 to
secure communication using [Psec tunnel mode. It is good to minimize the number of
created subnets because it keeps the security policy database compact.

If it is necessary to create a new subnet, select the “Add new subnet...” option from the
Policy menu.

Define subnet x|
Address: | 192 188 . 1 . /|24
Mask: | 255 . 255 . 255 . 0

M ame of subnet; Il:|5|:|:|

Cancel |

Figure 5: Adding a new subnet in the policy editor.

The above figure shows the dialog box for creating a new subnet. Enter the subnet behind
the CISCO VPN gateway and give the subnet a name to help you easily identify it later
on. In this case the IP subnet is 192.168.1.0/24 and we have named it “CISCO.”
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To view the policy for communication between the two subnets, select one of the two
subnets in the “Source subnet” column and the other in the “Destination subnet” column.
If the exact subnet is not there, select the one that contains the subnet in question.

On the right hand side of the policy editor, the encryption and firewall policies are shown
for communication between the two subnets. If secure communication is desired, the lock
icon should be closed and green. Select the mode to be “Tunnel mode.”

'f':f-:'IP security policies =10/ %
File WPH Policy ISAKMP IPSEC Firewal Window Help
¥ Encryption policies are enforced ¥ Firewall policies are enforced WPN network topology Displaying policies for VPN 1D: Defau
E‘fﬂ?{:ﬂif&t\%wes GaEn szl B bt [¥ Allaw communication between the selected sowrce and destination subnets
I a LAN #w/LAN (10/8) a LAN #5w/LAN [10/8) Eneryption |F||ewa|| >| Firswall <| Mates |

a LAM /'wiLAN [17216412)

= ? LAM /'wiLaN (192168/1E) ¥ Secure communication via ITunme\ mode 'I End po\ntsl

& CISCO (1921661/24)

& LAN WLEN (17216/12) L
LAM /wLAN (192 168/16) Ben
& CISCO (1921601/24)

3% OmnPHKatana (192153 % ¥ Oronl/PHKetara (192168 SARMP: In order to authenlicate the client
ol ¥ el tiate: i i I ¥ Iritizte MAT traversal
a Multicast [224/4) a Multicast [224/4) Initiate: |1dentity Protection mode
A& Loop back (127.0.0.1) A& Loop back (127.0.0.1) Send ISAKMP proposals: I Accept Agmressive mode
Authentic...| Diffie-He\I...| Hash alg... | Enciyptio... ‘ Key Ien% Al
RS& certifi. MODP 1. SHal AES-CBC 2
Pre-shared... MODP 1 SH&1 AES-CBC 1z

F'rle-shared... MODF1.. MDE AES-CBC 12"
Al L3

Tunnel lifetime: |8 haurs Add 1SAKMP proposal |
Cerlilicatesl Teut keps |

IPsec: Once the client is authenticated

¥ Peifect forward secrecy via IMDDP 1024 -
Use IPsec protocol: Send IPsec proposals:

% ESF with authentication Hashal. | Encrypt.. | Keylen «
2%

€ ESP without avthertivation | HMACS... AES
HMACS... AES 1z

TEGR + AH HMAC- AES e
€ AH | | »
Turnel ifetime: |2 hiours Add IPsec proposal |

Ej— Bl

¥ Allows name resolution between LANs v Group security policies | Glabal ICMP & Fireweall Policies |

¥ &llow network shares batwean LM [~ Accept secure conhections from WAN

= Send certificate during |SAKM P neqatiation % I R LO KO M

Figure 6: Tunnel policy between the two subnets.
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If the policy requires secure communication, the user will be able to edit the
IKE/ISAKMP and IPsec proposals. By default, several ISAKMP proposals are added, so
it is typically not necessary to add extra proposals. To add a new proposal, click the
“Add ISAKMP proposal” button. This proposal dictates how the two gateways will
authenticate each other.

ISAKMP proposal
Autherticate peer via Pre-shared text key
IJze Diffie-Hellman group IMDDP 1024 [group 2] j
Werify data intedrity using ISH,.’.-.,‘I j
Enciypt data using I,&,ES.EBE [256] j
with key length IEEE

s I Cancel |

Figure 7: ISAKMP proposal
The proposal parameters are:

Authenticate peer via: “Pre-shared text key”
Use Diffie-Hellman group: MODP 1024(group 2)
Verify data integrity using: SHAI1 or MD5
Encrypt data using: 3DES or AES

The ISAKMP proposal added here should match one of the proposals at the CISCO VPN
gateway.

The ISAKMP security association lifetime is common for all proposals and we
recommend setting it to 8 hours or more. The two other flags are:

Initiate NAT-traversal: Necessary if remote site is behind a NAT
Accept Aggressive mode: ~ Necessary if road warriors will connect to
this VPN gateway.
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Next, configure the IPsec proposals that dictate how the data will be encrypted. By
default, several proposals are added, so it is typically not necessary to add extra
proposals. To add a specific proposal, click the “Add IPsec proposal” button.

IPsec proposal

"Yerify data integrity uzing

Encivpt data using I,.-.*.,ES [256) j

with key length |25E

Cancel |

Figure 8: [Psec proposal dialog box.
The proposal parameters are:

Verify data integrity using: SHA1 or MD5
Encrypt data using: 3DES or AES

The lifetime and PFS are common to all [Psec proposals. We recommend using PSF via
MODP 1024 (Diffie-Hellman group 2) and setting the lifetime to 8 hours.
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VPN Topology definition

The second part of the VPN tunnel is the VPN topology. This is necessary for defining
the VPN tunnel end-points. It tells the Katana/OmniVPN gateway the public IP address
of each subnet. For each subnet that is behind a remote gateway, a global route (or VPN
topology entry) must be created.

Global route x|
Subnet: I 192 0168 . 1 . .-’|24
Mask: | 285 . 255 . 285 . O

Public address: |1 01.101.101 .50

D type:

WN bandwidth: |Cable /DSL | 0768 Mb/s

™ Supports End-to-End mode

[If you check thiz, enter the gateway's complete
private addresz in the Subnet box above. |

0k, I Cancel

Figure 9: Global route.

To add a new entry to the VPN topology, click the “End points” button on the Encryption
tab in the IP Security Policies window or open the VPN Topology window and edit the
global routes. Figure 9 shows the dialog box for defining a global route.

Subnet: Subnet behind the CISCO VPN gateway
(192.168.1.0/24 in this example)

Public address: Public IP address (or domain name) of the
CISCO VPN gateway
(101.101.101.50 in this example)

ID type: ID type to be used by IKE
(“Address” in this example)

WAN bandwidth: Bandwidth to the Internet. This is useful
when using the QoS features of OmniVPN.

Supports End-to-End mode Leave unchecked
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Pre-Shared Text Keys

As part of VPN tunnel establishment, the Katana/OmniVPN gateway and the CISCO
gateway will authenticate each other. This authentication is based on a pre-shared secret.
To enter a pre-shared secret, click the “Text keys” button in the IP Security Policies
window and select the “Add new key...” option from the Key menu.

D #1: |1m.1m.1m.11

D #2: |1n1.1n1.1n1.5c|

K.ey: Ial:u:u:l

k. I Cancel

Figure 10: Entering a pre-shared secret.
The above figure shows the dialog box to enter a pre-shared secret.

ID #1:  OmniVPN/Katana gateway 1D
(101.101.101.11 in this example)
ID #2: CISCO VPN gateway ID
(101.101.101.50 in this example)
Key: The pre-shared secret
(“abed” in this example)
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The IP address-based pre-shared secret between the OmniVPN/Katana gateway and the
CISCO VPN gateway appears in the list of “Pre-shared text keys.”

4= Pre-shared text keys - | |:||5|

File EKew Window Help

Digplaying policies for YPM ID: Default

Address #1 | Address #2 | Key |

10110070 101101101741 blbudfajap
101.1m.0m.7a 1010110120 ihzymlogzf
1017777 101.101.88.88 suzjhchztk
road_warrior trlzrv3d_trlerv3 abcd
101.101.101.11 10110110150 abcd

Figure 11: The pre-shared keys list.
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After establishing a VPN tunnel between the OmniVPN/Katana gateway and the CISCO
gateway, the details of the security association (SA) can be viewed by clicking the
“Security associations” button in the Configuration window. To delete an SA, select it in
the Security Associations window and press the “Delete” button on the keyboard.

"l - Security associations E E@

Fle 5A Window Help
Source addr.. I Destination a... I P Mode Frotoc... | Authentication I Encryption I Created I Expires I
10110110110 10M1M0160  0xB48734F3 Tunnel ESP HMACHDE 3DES (192) 06:42:06 Phd 02:42:06 A
10110110160 1011010110 0x0F91 2661 Tunnel ESP HMACHDE 3DES (192) 06:42:06 Phd 02:42:06 A
< S

Figure 12: List of existing security associations.
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