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Katana Client to SonicWall VPN Gateway

Goal

Configure a VPN tunnel between a Katana client and a SonicWall VPN gateway (TELE3
SP).

Method

The Katana client and the SonicWall VPN gateway must have consistent IKE/IPsec
settings in order to establish a VPN tunnel.

SonicWall gateway configuration

The SonicWall VPN gateway (TELE3 SP) and firewall has one internal (trusted or LAN)
and one external (untrusted or WAN) interface. The external interface must be assigned
a public IP address, and the internal interface must be assigned a subnet. In this example,
we use 101.101.101.168 for the external interface and 192.168.168.1/255.255.255.0 for
the internal interface.

Katana client configuration

In this example, the Katana client has an IP address of 101.101.101.5 and is not behind a
NAT. However, it is possible that the client may have a non-routable IP address and be
located behind a NAT router. The connection to the SonicWall VPN gateway will work
in either case.
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SonicWall gateway remote access VPN configuration

On the SonicWall VPN gateway, the main VPN settings page displays the global VPN
options. These options are applicable to all VPN connections. The following global VPN
settings must be checked.

v" Enable VPN

v Enable Fragmented Packet Handling

v" Enable NAT Traversal

] SonfeWALL Adminfstration - Microsoft Internet Explorer

e Edt Vew Fgvortes Toos Hep I
Qback - o (%] [2) & search <7 Favorites @ Media &) 2 L )
Aderess | ] http:/f192.168.168. 1 /management. html + |ElGo Lnks =

Global VPN Settings

General | Unique Firewall [dentifier 00401019A6F B
Lag | [v] Enable VPN
Filter [ Disable all VPN Windows Networking (NetBIOS) broadeast
= I || Enable Fragmented Packet Handling
= | [¢] Enable NAT Traversal
atvaiel Keep Alive interval (seconds) 240
= [ Enable IKE Dead Peer Detection
DH
—GPI Dead Peer Detection Interval (seconds)
VPH =
—I Failure Trigger Level (missed heartbeats)
Anti-Virus
4| | ] Clean up Active tunnels when Peer Gateway
E-mal Filter DNS name resolves to a different IP Address
High Availabil
ul VPN User Authentication Settings
Modem Allow these services to bypass user authentication on VPN SAs: --None--

File Transfer (FTP) bd Add Hemove

Allow these address ranges to bypass user authentication on VPN SAs:  |--Nona--
(begin : length)

Add Remove
VPN Bandwidth Management

Settings below will not take effect until enabled on Advanced Ethernet page.
[ Enable VPN Bandwidth Management
VPN guaranteed bandwidth Khps
VPN maximum bandwidth Kbps
VEN bandwidth priority

Logout I STATUS: The configuration has been updated.

&] Done ® Internat

Figure 1: Main VPN configuration page for SonicWall gateway.
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SonicWall gateway IKE / IPsec configuration

The “GroupVPN” security association (or VPN tunnel) allows the remote access uses to
connect from any remote IP address. All remote access users must use the same remote
access VPN tunnel. There does not appear to be any way to configure multiple remote
access tunnels or to allow more than one remote access connection at a time.

-.! SonicWALL Administration - Microsoft Internet Explorer
Eie Edt Vew Favortes Jook Help
@ Back - ) &) € O search Favorites @ Media £ v i -
Jores EJhtq::,_",l'l'.’tl168.168.1{'managcmeni.h?ml

Ginligue

AddModify IPSec Security Associations

Security Associalion GroupVPH -
Tools | [PSec Keying Mode IKE using pre-shared secrel v
Aeeess I Disable This SA [
Security policy
LI Phase 1 DH Group Group 2
Ll | SA Life time (secs) 28800

E-mail Filter Phase 1 Encryption/Authentication 30ES & MDS  «
High Avaitability I Phase 2 Encryption/Authentication Strong Cnerypt and Authenticate (TSP 3DCS HMAC MD5S)  ~

Modem Shared Secret abea

[ Advanced Settings... ]
Client Sattings |

J

[ Export Seltings...

Lgot | STATUS: Ready

&] Done ® Internat

Figure 2: Main VPN configuration page for SonicWall gateway.
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Select the “Group VPN security association from the list of security associations.

IPsec keying: IKE using pre-shared secret
Disable this SA: Unchecked
Security policy
Phase 1 DH Group: Group 2
SA Lifetime (secs): 28800

Phase 1 Encryption/Authentication: 3DES & MD5
Phase 2 Encryption/Authentication: ESP 3DS HMAC MD5
Shared Secret: “abcd” in this example

Once the tunnel polices and identifiers are configured, click on the “Advanced Settings”
button at the bottom of the page to configure additional IPsec parameters.

: VPN Advanced Settings - Microsoft Internet Explorer

Edit Advanced Settings

Enable Keep Alive []
Try to bring up all possible SAs
Require authentication of local users []

Require authentication of remote users []

Remote users behind VPN gateway
Remote VPN clients with XAUTH

Enable Windows Networking
(NetBIOS) broadcast

Apply NAT and firewall rules [ ]

Forward packets to remote VPNs []

Enable Perfect Forward Secrecy
Phase 2 DH Group Group 2 |~

Default LAN Gateway 0.0.0.0

’ OK ] l Cancel ]

Note that after clicking OK you must click Update on the main page to save changes made here.

Figure 3: IKE and IPsec proposals.

Check the “Enable Perfect Forward Secrecy” box and select the “Phase 2 DH Group” to
“Group 2.”

After additional IPsec parameters have been configured, click “OK” to save the proposals
and return to the VPN configure page. It is critical that the same Phase 1 and Phase 2
proposals appear in the list of proposals at the remote client.
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Katana client tunnel configuration

The “Role” must be set to “Stand-alone client,” and the VPN button in the toolbar must
show a lock that is closed and green. Multiple VPN tunnels can be defined, and each one
can be activated or deactivated independently.

In the Configuration window, click the “Add” button to the right of the list of tunnels.
This opens the dialog box to define tunnel parameters.

‘Lg-v OmniVPN control panel

Profile: | Default

File Network Tools License Window Help

"'v" 8 e ‘E Firewall

‘(D._}\DS[

Fole: Stand-slone client

Cetificate;  TRLLAP45 trlsn3

Connected as:

101.101.701.199

2/ Local policy & configuration
¥ Global policy & configuration
7] Logs
O Status & Monitoring
| £ Software upgrade

Time

05:37:59 P
05:37:57 Pk
05:37:56 P
05:37:56 F
05:37:56 P
05:37:53 P

NE27-E0 Chd

Ewvent type
Errar
Informational
Informational
Infarmational
Informational

Errar
(T lwfmereaticnal

T

-~

% FW
Configuration DS local policy

Frofile  Twpe | Message

Default IKE S& negotiation failed (16)

Default IKE IPsec-SA established

Default IKE Initigting phase 2 (IPsec) negotiation

Default IKE Fre-shared text key authentication succeeded
Default IKE Initigting phase 1 (ISAKMPF) negotiation
Default IKE SA negotiation failed (16)

Mafault  IKE IR A Aetahlichad

Source IP "
101710101198~
101.101.101.199
101.101.101.199
101.101.101.199
101.101.101.194
101.101.107.199 |

1At 101 10t 100 |

|

Figure 4: Katana control panel and configuration window
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Enter the local (Katana side) and remote (SonicWall side) configuration. If the client
subnet mask is set to 32 (255.255.255.255), the IP address and client 1D will be
automatically set to the client’s address. At the bottom left, the “ID type” must be set to
“Address” and the mode set to “Main mode.” In addition, NAT Traversal must be

enabled.

For the “Local configuration,” enter:
Client ID:
Subnet:

Public IP address:

Current IP address of the client
(101.101.101.5 in this example)

Current subnet of the client
(101.101.101.0/ 32 in this example)

Same as the current IP address of the client
(101.101.101.5 in this example)

For the “Remote configuration,” enter:

Remote ID:

Subnet:

Public IP address:

Tunnel name: |SumcwaH

Local corfiguration:

Client |0 |1m 101.101.2

Subnet: | 255 . 255 . 255 . 255
Mask: | 255 . 255 . 265 . 256
PubliclPaddress: | 101 . 101 . 101 . 5

Additional IKE settings

IDtype: |Address -

Mode: @ Mainmode ( Agoressive mode
[v Enable MAT Traversal
£

Public IP address of the SonicWall gateway
(101.101.101.168 in this example)

Subnet behind the SonicWall gateway
(192.168.168.0 / 24 in this example)

Public IP address of the SonicWall gateway
(101.101.101.168 in this example)

Pre-shared secret |ﬂb cd

Remote configuration:

Fiernote O |1m 101.101.168

/[ Subnet [192 .8 . 188 . 0 4[4
hask: | 255 . 256 . 256 . O
Public IP acdress | 101 . 101 . 101 . 168

Edit proposals Editfirewall rules

OK Cancel

Figure 5: Tunnel definition.
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Katana client IKE/IPsec configuration

To configure the IKE and IPsec parameters to match those on the gateway, click the “Edit
proposals” button in the "Define tunnel™ window. This will open the “Edit proposals”
window where the IKE and IPsec parameters are specified.

The proposal defined on the Katana client must match the proposal defined at the
SonicWall VPN gateway exactly. There must be only one proposal.

The IKE (ISAKMP) settings must be Tunnel mode using ldentity Protection mode, and
NAT Traversal must be enabled. There is only one proposal for both ISAKMP and
IPsec, i.e., 3DES-MD5. The lifetimes are set to 8 hours. Perfect forward secrecy is
enabled using MODP 1024 (the second Diffie-Hellman group). Please make sure that
the proposals are identical to those entered on the SonicWall VPN gateway.

Edit proposals

[¥ Secure communication via |Tunne| made L

ISAKMP: In order to authenticate the client:

Initiate: |Identity Pratection mode ;J v Initiste NAT traversal

Accept Aggressive mode
Send ISAKMP proposals: r L

Authentication Diffie-Hellman Hashalgar.. | Encryption.. | Keylength ”
Pre-sharad text key MODP 1024 (group 2 SHA ; it |

Pre-shared text key MODP 1024 (group ) MD5 3DES-CBC 192
Pre-shared text key MODP 768 (group 1) SHa1 3DES-CEBC 192
Pre-shared text key MODP 768 (group 1) MO& 3DES-CEC 192 v

Tunnel lifetime; | hours Add |SAKMP proposal

IPsec; Once the clientis authenticated:

[ Perfectforward secracy via _J

Use IFsec protocal: Send IPsec proposals:

(8 ESFwith authentication Hash algorithm | Encryptio... | Key length

c : HAC-SHAT JDES 192
HAC-ADE JDES 192

C el HMAC-SHAT DES B4

S HAC-HDE DES 64

Tunnel lifstime; |8 hours Add IPsec proposal

Figure 6: IKE (ISAKMP) and IPsec proposals.
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Conclusion

After the VPN tunnel is defined, Katana will automatically attempt to establish it. A
green checkmark will appear next to the tunnel if it is established successfully. If a
tunnel cannot be established, no icon will be displayed. If the tunnel has been disabled, a
red cross will be displayed.

To disconnect a tunnel, select it and click the “Disconnect” button to the right of the list
of tunnels. Since VPN tunnels are created on demand, the tunnel may be re-established
automatically. To disable a tunnel, turn off the “Tunnel is enabled” option at the top of
the "Define tunnel” window.

To completely disconnect from the VPN, click the VPN button in the toolbar. The lock
will open and turn red.

|1+~ Configuration ‘-Dm
e Network Took Wndow Hep
Floke. Stand-alons chent WFHID. Group Mose |

| Change rale |

Sinng-niane rewnil [ Wntnnn VP wnnals | [Mnnnged cliset | [Gatewnry | [Faligy sener] “'%"

ST 1T A=
tllopdd  fodinat  Aggr Enabloc
wllnpdd 1011011 D
tllnpdd  neticreen E

Firawall (oul) = | Firawall {in} ¢

Detnultpalicy:  [+]Allow asic Addnle |
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Figure 7: A green checkmark indicates that the tunnel is established.
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After establishing a VPN tunnel between the Katana client and the SonicWall gateway,
the details of the security association (SA) can be viewed by clicking the “Security
associations” button in the Configuration window. To delete an SA, select it in the
Security Associations window and press the “Delete” button on the keyboard.

- Security associations

- |

Fle SA Window Help

OX

~

Source addr.. I Destination a... | SPI Modle Protoc... | Authentication | Encryption I Created | Expires I
1011011016 1011011011 0x1C09D451  Tunnel ESP HMAC-SHAT  3DES (192) 02:14:25 M 08:14:25 P
101101101168 11011018 O<0FZD1C?Y Tunnel ESP HMAC-SHAT  3DES (192) 02:14:25 P 08:14:25 P

v

Figure 8: List of existing security associations.

www.trlokom.com
support@trlokom.com

© 2004 Trlokom, Inc.



